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RISK ANALYSIS 
An Integrated Approach

• Meeting Objective

• Problem Framing

• Risk Assessment Approaches

• Concerns

• Consideration

• Expectations



Meeting Objective -

• Develop a path-forward approach for 

evaluating pipeline risk.



Material Objective -

• Develop a path-forward approach for 

evaluating pipeline risk.

• Focus on likelihood.



Material Objective -

• Develop a path-forward approach for 

evaluating pipeline risk.

• Focus on likelihood.

What do we really 

mean when we say 

“likelihood”?



• What are we actually trying to calculate?

• Random failures?

• Systematic failures?

• Common-mode failures?

• Black swans?

Tough Questions -



• How is this going to get us to the end goal?

• Is the answer actionable?

• Does the answer address location?

• Does the answer address time?

• What is the margin of error?

• Is the error positive or negative?

Tough Questions -



So what do we do ???

Risk comes from not 
knowing what you're 
doing. 

- Warren Buffett



Index-Based Assessment



The Risk Matrix





Statistics & Numerical Models



Bayesian Inference



HAZAN/HAZOP
Fault-Tree
What-If



Subject-Matter Expert (SME)



So what’s the Best Approach?

• Risk Matrix?

• Index-Based?

• HAZOP/Fault-Tree?

• Statistics and Models?

• Bayesian Inference?

• Subject-Matter Expert?



It depends...

• What problem are you trying to solve? 

• e.g., third-party damage vs. cyclic fatigue 

• What do we know?

• problem complexity

• data availability

• data quality

• statistical validity

• Human involvement

• on and on...



Probabilistic models significantly underestimate 
the likelihood of catastrophic failure, if not 
deliberately exclude it.

Cautionary Note

Daichi Reactor

• Detailed PRA
• Melt-down scenario = 

1×10-6 yrs.
• Occurred 40 years later  
• Off by 10-5 (999,960 yrs.)



Probabilistic models are currently unable to 
predict complex and human-related failures.

Black Swans

Bellingham

• 19 unrelated failures
• 4 threat mechanisms
• Common-mode, 

Systematic, and Random

- Can’t model 
- Can manage



Integrated-Approach

• Statistics for predictable failure mechanisms

• Models to estimate change/evolution

• Indexes to compare low-quality data sets

• HAZOP to evaluate worst case scenarios

• Complex methods to test discrete hypotheses

• GIS to visualize the spatial component 

• SMEs for knowledge and evaluation



Items for Consideration

1. Determine up front what questions you want answered.

2. Evaluate critical data and collect what’s missing.

3. Understand your data quality and model uncertainty. 

4. Evaluate interactive and common-mode threats.

5. Consider inherent consequence of a specific threat.

6. Require “actionable” outputs to your assessment. 

7. Drive toward location/attribute-specific outputs.

10.Measure model performance moving forward.

11.Don’t through out good knowledge for bad data.



Items for Consideration

Capture Error

a) Continuously consider “error”

b) Understand compounding error (ex)

c) If's, averages, and assumptions

d) Describe the error and it’s implications 

e) Impact of false positives vs. false negatives



Hopes & Desires

1. Develop a risk objectives statement

2. Justify the selected assessment approach(s)

3. Describe data quality and data limitations

4. Establish a risk decision basis

5. Validate model outputs with SMEs

6. Measure model performance & recalibrate risk
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